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Content—information—today is being created or modified at rates unimaginable by yesterday’s users. Processes and projects are faster and more immediate, whether it’s time-to-market expectations for software products or the availability of real-time commentary via live blogging a political debate. And whether human, hardware, or virtual, the resources to do things like solve problems, search databases, crunch numbers, or answer phones are almost never centrally located—they are distributed. 

Already inhibited by existing security, ad hoc, and “me-to-me” challenges, current file transfer options become even less effective when confronted with today’s massively-increasing content, accelerated or immediate timeframes, and distributed resources. This paper investigates the viability of existing file transfer options in that environment. 

The problem

[image: image3.png]File transfer—or information / file sharing—is an enduring requirement of almost all computer users. And although a fairly well defined set of requirements exists, no single solution meets all requirements—and some requirements have not been adequately met at all. Chief among these problem areas are security, support for ad hoc file extra-organizational transfer, and so-called “me-to-me” file sharing and synchronization, also known as personal information management (PIM). 

These challenges may become even less tractable, as they must now perform in an evolving environment where distributed collaboration groups expect to be able share high-volume, rapidly changing information immediately and repeatedly with new, “untrusted” members.  The number of email messages alone is expected to double and the average daily email traffic (MB sent and received) to increase by 25% between 2006 and 2010 (Sun Microsystems 2009). And that estimate doesn’t cover the current and future increases as collaborators decentralize and distribute.  Finally, the acceleration of processes and projects both relies on and itself generates new and updated information that must be shared with partners, vendors, and customers at higher volumes under tighter time constraints.  

Email, FTP—file transfer protocol, MFT—managed file transfer, SFT—secure file transfer (in hardware or virtual implementation), and web-based file hosting and pick-up services can all perform the basics of file transfer.  But none meets all major file transfer requirements:
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None of these tools was designed to support “me-to-me sharing” between different computers used by one person or to synchronize files across those machines. The former means that a user can access the same files from different computers—her desktop at work, her notebook at home, for example, or even between different device types. The latter, file synchronization, ensures that the files exist in the same form and version on all registered machines. Together with other activities, these functions are called personal information management (PIM); A recent study indicates that ~70% of office workers transfer files between their different computers using a USB drive, through a network storage service, or by emailing copies to oneself.  The risks of using email are the same as for all file transfers; USB drives break, don’t transfer large files well, and get lost easily; and network storage services are costly, are only available when a user is connected to the Internet, and may not be accessible by different devices.

About Skoot 

Designed to model multiple user workflows—a file transfer workflow, to name one—Skoot is a powerful, flexible file transfer application with both a desktop client and a web interface. A hosted server and an account administration site comprise the rest of Skoot’s 4-component architecture. 
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When people share files, they must also share a conceptual “holding area” (virtual shelving? information commons?) where files are organized. In the Skoot application, the holding area concept is implemented as an electronic workspace within the file transfer workflow.

Skoot was designed to support immediate use by new members—without IT support, application training, or having to learn new commands. To share files, Skoot users drag and drop the relevant files—virtually any size and/or type—into a workspace; then, they drop in the email addresses of those with whom they want to share. Immediately, files are securely uploaded and transferred to all workspace members as they log in to Skoot on their desktop or by accessing the Skoot web client. 
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· uses workspaces to perform ad hoc file sharing for dynamic, collaborative groups

· controls access to workspaces and secures all files using end-to-end encryption, SSL encryption, and SQL protection, and supports corporate firewalls.  

· is platform-agnostic and can be accessed using different devices.

Skoot in the problem area 

Skoot reclaims the power of ad hoc’s literal definition, “to this”: a Skoot user creates a specific workspace that correlates to a specific purpose, issue, or situation; there is no IT set-up time or expertise required, thus no undue waiting.  The workspace owner can also modify workspace details like adding or removing files in the workspace, or removing current or inviting new people to the workspace. The workspace owner—or any Skoot subscriber—can also create additional workspaces with different members and shared content. Skoot’s design implies that all workspaces, thus all Skoot file sharing, are ad hoc, which is a major differentiator over other file sharing tools. 

Because the service involves both transmitting private information—the files being shared—and accessing subscriber and recipient-only computers/networks, Skoot’s security strategy is comprehensive, including:  


· adherence to subscriber’s organization IT policies, works with company firewalls

· username/password authentication, invitation-only access  

· Transportation Layer Security (TLS) encrypted sockets to prevent external parties from interpreting transmissions over the line and which initiate new keys for each connection

· isolate users’ data and processes from each other 

· log all transactions and all database interactions

Skoot’s security obviates the risks associated with sharing files using FTP or email attachments.

[image: image6..pict]Skoot also models the “me-to-me” file sharing workflow, which is also called “data synchronization between devices.” Skoot workspaces, and the files they include, can be accessed from Mac and PC computers as well as by any smartphone. The data synch (me-to-me) workflow means that the data are exactly the same across all devices. After changes are made and saved to files within the workspace, Skoot automatically updates all members’ data. This eliminates the email-self contortions and risky use of USB drives to back up files or move them between work and home computers. 

Skoot is an easy, secure, and reliable way to transfer large files of any type across the Internet. The workspace design feature speaks familiarly to users, and Skoot’s small footprint (in system requirements and in those it imposes on subscribers) positions the service well for small-to-medium organizations. Skoot was designed to extend beyond file transfer service and is poised to co-evolve with its replacement idiom. 

Conclusion
Content.  Social networking, Web 2.0, and composed media applications are but few of today’s mass content generators, and businesses and schools have more, and bigger, in the pipeline. Speed. Most of that user-generated content posts in near real-time, and the individual development projects within those and other pipelines are running fast and lean, from rapid prototyping to shorter time-to-market. Distributed.  And the teams working those projects are more widely dispersed than ever before. Together, these conditions represent a challenging environment for information and file sharing. The old stand-bys of email and FTP no longer meet reliability, performance, or security requirements; newer options like MFT and SFT are both expensive and disruptive, often requiring custom integration into a client’s IT infrastructure. Skoot is a suitable choice for inclusion in telecom bundled services, as an auditable service for small to medium businesses facing compliance requirements, and for regional infrastructure and emergency services connecting local, state, and federal agency teams. 

Skoot is available as a subscription service, a stand-alone file transfer appliance, an enterprise file transfer system, and for resale by .... Need to share information or large files?  Have an idea what the next sharing paradigm will look like?  For these answers or more information, please visit our website at wwws.skootit.com  or contact the Skoot team at info@skootit.com.

